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Difference between Cybersecurity and Information Security
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PSI

Useful Model: Cyberphysical Systems
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Cybersecurity Goals

Confidentiality of Data and Processes

* Onlyauthorized people have access

Integrity of Data and Processes
 Nothingis changed or forged

Availability of Data and Processes

e Stuffis available and accessible when | need it
or when | am scheduled to use it

But for sure we (PSI) are safe from cyber crime ...
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Data is encrypted
Processes are patented

Data is read only
Processes ... | hope everything works well

Data is backed up
Processes ... | hope nothing broke
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Humans as a Problem

To prevent errors Leads to

* Inflexible systems

* Reduce people to rule followers
* Make policies responsible?

* Educate and Train — and control their behavior

* Exclude humans from the system (automatize)

* Use policies and constrains to limit what they can do
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Humans as Part of the Solution 5 PSI

Build up resilience (make attacks easy recoverable) Cyberphysical system

* Encourage learning
e Communicate and collaborate

* Make people with expertise part of the decision process

What is our contribution as

research software engineers
to cybersecurity at PSI?
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